Summary of IronMountain Legal Framework

Expanding upon the initial synopsis, the detailed overview below elaborates on the intricate
aspects of the agreement between the bank and its data management service provider,
emphasizing the comprehensive scope of services, contractual obligations, data protection
measures, and the financial structure underpinning this partnership.

Expanded Synopsis:

The contractual framework established between the bank (referred to as the "Customer") and
its data management service provider (referred to as the "Supplier") is multifaceted,
addressing a wide range of services tailored to meet the bank's stringent data management,
storage, and security requirements. This framework is not only designed to facilitate the
operational needs of the bank but also to ensure compliance with the prevailing regulatory
landscape governing financial institutions and data handlers.

Detailed Service Provision:

Storage and Management of Media:

- The Supplier is tasked with maintaining a secure and suitable environment for the storage of
the Customer's media, ensuring that the media are accessible and managed in accordance
with the agreed terms. The storage can be container-based or individual, depending on the
bank's preferences, impacting the liability and withdrawal charges accordingly.

Receipt and Cataloging:

- Upon receiving new media, the Supplier is responsible for ingesting provided metadata into
their tracking systems, ensuring accurate location allocation within their vaults, and
maintaining meticulous records for easy retrieval.

Handling and Transportation:

- A nuanced handling protocol is outlined for media movement, encompassing scheduled, ad-
hoc, and emergency deliveries and collections, each governed by predefined procedures and
charges. This includes disaster recovery provisions, ensuring rapid response capabilities in
critical situations.

Compliance and Data Protection:

Data Processing Agreement (DPA):

- Integral to the agreement is the DPA, which delineates the data protection and processing
obligations aligned with the UK GDPR, detailing the use, confidentiality, integrity, and
availability of personal data, along with breach notification protocols.

Audit and Compliance:

- The bank retains the right to audit the Supplier's adherence to the agreement and data
protection standards, ensuring transparency and accountability in the handling of sensitive
information.

Financial Framework:



Service Fees:

- The financial obligations encompass a broad spectrum of services, including storage,
handling, transportation, and special requests, with fees detailed in the Charges Schedule or
negotiated separately.

Administrative Charges:
- The agreement accounts for administrative fees covering account management, invoicing,
and system access, ensuring the smooth operation of services rendered.

Termination and Exit Charges:

- Provisions for agreement termination include exit charges applicable for the retrieval and
permanent withdrawal of data, ensuring a structured and financially transparent conclusion to
the service period.

Liability and Indemnification:

- The agreement sets forth clear boundaries for liability, particularly in relation to data
breaches and regulatory compliance, with indemnification clauses protecting the bank from
third-party claims arising from potential GDPR violations by the Supplier.

Expanded Data Protection Measures:

Subprocessor Engagement:

- The Supplier's authority to engage subprocessors comes with stringent requirements for
data protection safeguards, especially for data transfers outside the European Economic Area
(EEA), ensuring compliance with international data transfer regulations.

Breach Notification and Mitigation:
- A robust breach notification framework obligates the Supplier to promptly inform the bank of
any data breaches, assisting in mitigating the adverse effects of such incidents.

This expanded synopsis offers a deeper insight into the contractual relationship, highlighting
the elaborate service delivery mechanisms, data protection commitments, and the financial
and legal intricacies designed to support the bank's operational and compliance imperatives
in its dealings with the data management service provider.



