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Part 1: Summary
Title:
· Third Party: Clarks Archive Storage Limited
General Introduction and Scope:
· This contract is an agreement between Clarks Archive Storage Limited (CAS) and Intesa Sanpaolo. CAS provides archive storage services for Intesa Sanpaolo, including the storage, collection, and delivery of documents.
Obligations:
· Clarks Archive Storage Limited (CAS):
· Provide secure storage for documents.
· Ensure emergency collections or deliveries within 3 hours of request or outside ordinary business hours.
· Liability for loss or damage is limited to the cost of replacing information and rewriting records unless due to CAS's negligence.
· Intesa Sanpaolo:
· Ensure timely payments for services rendered.
· Notify CAS of any claims in writing within 30 days of any incident.
Key Clauses:
· Termination Clauses:
· Either party can terminate the contract. Upon termination, a fee of £2.00 per box is charged for the removal and collection of boxes.
· Customer is liable for all accrued charges up to the date of removal and collection.
· Liability:
· CAS is not liable for loss or damage unless it is due to their negligence.
· Claims must be made in writing within 30 days of the incident.
Key Dates:
· Effective Date: 01 September 2012
· Termination Notice Period: Not explicitly mentioned; refer to specific contract terms.
· Renewal Notice Period: Not explicitly mentioned; refer to specific contract terms.
· Other Key Dates: None specified.
Financial Value:
· The financial details, including specific rates and charges, are outlined in the rate card documents provided. This includes charges for standard and emergency collections/deliveries, storage rates, and termination fees.
Liability for the Bank:
· Intesa Sanpaolo must ensure all claims are made in writing within the specified 30-day period.
· Liability for any charges accrued up to the date of termination and collection of boxes.
KPIs:
· CAS must provide emergency collections or deliveries within 3 hours of request or outside ordinary business hours.
Due Diligence Performed:
· Assessment of CAS's financial stability, reputation, and regulatory compliance.
· Ongoing monitoring processes are not detailed in the provided documents.
Part 2: Risk Analysis
Risk Analysis Matrix:
	Risk Type
	Potential Risks
	Mitigation Strategies and Control Measures

	Operational
	Delay in collections/deliveries
	Ensure emergency collection within 3 hours

	Compliance
	Failure to comply with contract terms
	Regular audits and reviews of contract compliance

	Financial
	Incurred costs for termination
	Clear understanding and communication of termination fees

	Strategic
	Dependency on a single storage provider
	Evaluate and possibly diversify storage providers


I
dentification of Potential Risks:
· Operational Risks:
· Delays in emergency collections or deliveries could disrupt business operations.
· Compliance Risks:
· Non-compliance with contract terms, especially regarding timely claims and termination processes.
· Financial Risks:
· Accrual of charges up to the removal and collection date could lead to unforeseen expenses.
· Strategic Risks:
· Over-reliance on CAS for document storage could pose a risk if CAS faces operational or financial issues.
Mitigation Strategies and Control Measures:
· Operational Mitigation:
· Establish a robust communication channel for emergency requests.
· Regular monitoring of CAS's performance against KPIs.
· Compliance Mitigation:
· Conduct regular compliance audits.
· Train staff on contract terms and conditions.
· Financial Mitigation:
· Maintain a clear record of all charges and services.
· Budget for potential termination costs.
· Strategic Mitigation:
· Explore additional or alternative storage providers.
· Conduct periodic reviews of CAS's financial health and performance.
Insurance and Disaster Recovery:
· Insurance: Not explicitly mentioned; review contract or consult with CAS.
· Disaster Recovery: Not detailed in the provided documents; recommend establishing a disaster recovery plan with CAS.
Title
Third Party: Deloitte LLP
General Introduction and Scope
Overall Service Provided by the Third Party:
Deloitte LLP will provide specialized UK payroll services to Intesa Sanpaolo S.p.A., London Branch, and its designated affiliates. The scope includes a comprehensive range of payroll-related activities, with extended advisory services available on subjects such as international taxation, immigration issues, and various tax implications, contingent upon mutual consent.
Obligations
Third Party (Deloitte):
· Deliver specified payroll services.
· Provide advisory services as agreed.
· Ensure adherence to the defined scope of deliverables.
Bank (Intesa Sanpaolo S.p.A.):
· Provide necessary support and accurate information.
· Facilitate Deloitte’s access to required data, systems, and personnel.
Key Clauses
· Termination: Either party can terminate the engagement with a three-month notice. Immediate termination is possible in cases of material breaches or insolvency events.
· Confidentiality and Data Protection: Both parties must adhere to confidentiality and data protection laws, particularly GDPR.
· Limitation of Liability and Warranties: Detailed clauses limit liabilities and outline the scope of warranties.
Key Dates
· Engagement Duration: Minimum commitment of 12 months from the signing of the engagement letter.
· Automatic Renewal: The contract automatically renews for successive one-year intervals unless terminated with a three-month notice before the current term ends.
· Notice Period for Termination: Three months.
Financial Value
· Core Payroll Services Charges: Detailed in the appendix of the agreement.
· Additional Services: Billed based on time and materials, providing flexibility for evolving needs.
Liability for the Bank
· Potential Liabilities: The agreement outlines limitations of liability for Deloitte and emphasizes the importance of regulatory compliance, ensuring the bank's adherence to high legal and ethical standards.
KPI Benchmarks
· Performance Metrics: Not explicitly detailed in the provided documentation.
Due Diligence Performed
· Service Providers: Due diligence includes assessing financial stability, reputation, and regulatory compliance.
· Ongoing Monitoring: Established processes for ongoing monitoring of Deloitte’s performance and compliance.
Risk Analysis
Risk Assessment Matrix
	Risk Category
	Potential Risks
	Mitigation Strategies

	Operational
	Failure to deliver payroll services accurately and timely
	Regular audits and performance reviews

	Compliance
	Breach of data protection laws (e.g., GDPR)
	Strict adherence to GDPR, regular compliance checks

	Financial
	Unforeseen additional costs due to extended advisory services
	Clear financial terms and regular financial reviews

	Strategic
	Potential misalignment of advisory services with the bank’s evolving needs
	Regular strategic alignment meetings


Mitigation Strategies and Control Measures
· Insurance: Not explicitly detailed in the provided documentation.
· Disaster Recovery: Not explicitly detailed in the provided documentation.
Conclusion
This summary and risk analysis provide a comprehensive overview of the agreement between Intesa Sanpaolo S.p.A., London Branch, and Deloitte LLP. The detailed obligations, financial terms, and legal framework ensure a structured and clear engagement, while the risk assessment matrix highlights potential risks and mitigation strategies.

1. Title
Third Party: Crown Records Management Ltd
2. General Introduction and Scope
The agreement between Intesa Sanpaolo and Crown Records Management Ltd, established on February 2, 2012, outlines a comprehensive framework for the provision of records management services. It details expectations, obligations, and legal stipulations that govern the professional engagement, focusing on maintaining high standards of care and compliance with relevant health, safety, and security regulations.
3. Obligations
· Crown Records Management (Supplier):
· Provide services with reasonable care and skill.
· Adhere to agreed service descriptions and maintain compliance with health, safety, and security regulations.
· Observe health and safety rules and regulations at Customer’s premises.
· Pack, repack, or refuse unsafe goods at the customer's risk and expense.
· Intesa Sanpaolo (Customer):
· Facilitate Crown Records Management's service provision through timely cooperation.
· Provide access to necessary premises and data.
· Ensure accuracy and legality of the goods submitted for storage and management.
· Obtain and maintain all necessary licenses and comply with relevant legislation.
· Insure goods against all risks while in the custody of Crown Records Management.
4. Key Clauses
· Financial Terms and Adjustments: Charges are subject to annual reviews and adjustments based on the Retail Price Index or changes in transportation or material costs.
· Liability, Risk, and Insurance: Supplier's liability is capped, and specific exclusions apply. Intesa Sanpaolo is responsible for insuring the goods.
· Termination Conditions: The agreement can be terminated for non-payment, material breaches, or insolvency events. A 90-day notice period is required for termination post-initial term.
· Force Majeure: Crown Records Management is absolved from liability for service delays or failures due to uncontrollable events.
5. Key Dates
· Commencement Date: February 2, 2012
· Initial Term: 2 years
· Notice Period for Termination: 90 days post-initial term
· Notice Period for Renewal: Automatic renewal unless terminated with 90-day notice.
6. Financial Value
The agreement’s financial structure includes a transparent schedule of charges for core records management services with provisions for adjustments based on service requirements and external cost factors. Specific financial values are detailed in the contract schedules.
7. Liability for the Bank
Intesa Sanpaolo must insure the goods and is liable for ensuring the accuracy and legality of the stored items. The bank also bears the risk of any inaccuracies in provided information or breaches of customs regulations related to the goods.
8. KPIs
Key Performance Indicators (KPIs) include:
· Adherence to service descriptions and health, safety, and security regulations.
· Timely and accurate provision of requested services.
· Maintenance of compliance with all relevant regulations.
9. Due Diligence Performed
· Financial Stability: Assessment of Crown Records Management's financial stability.
· Reputation: Evaluation of the service provider's reputation and regulatory compliance.
· Ongoing Monitoring: Processes for continuous monitoring of service performance and compliance.

Risk Analysis Part
Risk Assessment Matrix
	Risk Type
	Potential Risk
	Mitigation Strategies

	Operational
	Service delays or failures due to uncontrollable events (force majeure)
	Inclusion of a force majeure clause, regular updates to risk plans.

	Compliance
	Non-compliance with health, safety, and security regulations
	Regular audits and compliance checks.

	Financial
	Increased costs due to inflation or material cost changes
	Annual review and adjustment of charges based on the Retail Price Index.

	Strategic
	Breach of contract leading to termination and operational disruption
	Clear termination clauses, 90-day notice period for termination.


Mitigation Strategies and Control Measures
· Insurance: Intesa Sanpaolo must insure the goods against all risks.
· Disaster Recovery: Not explicitly mentioned; further details required.
· Regular Audits: Planned audits to ensure compliance with security and service requirements.
· Ongoing Training: Enhanced training programs to improve risk management awareness.
Title
Third Party: Kaizen Reporting Limited
General Introduction and Scope
The agreements are between Intesa Sanpaolo SPA ("Client") and Kaizen Reporting Limited ("Supplier") and involve multiple services provided under the Master Services Agreement dated March 2, 2022. The services include MiFID II training, advanced regulatory reconciliation, and accuracy testing.
Obligations
Third Party (Kaizen Reporting Limited):
· Provide MiFID II training, advanced regulatory reconciliation, and accuracy testing services.
· Deliver reports and management information metrics.
· Ensure business continuity and provide necessary documentation.
Intesa Sanpaolo SPA:
· Provide accurate and complete data in a timely manner.
· Pay fees as per the agreed schedule.
· Ensure cooperation with Kaizen for effective service delivery.
Key Clauses
Termination Clauses:
· Either party may terminate the agreement with two months’ written notice, provided certain conditions are met.
· Immediate termination is possible if a party breaches critical obligations or faces insolvency.
Financial Value:
· Training Services: £2,500 + VAT.
· Reconciliation Services: £35,063 per annum + VAT.
· Accuracy Testing: £21,250 per annum + VAT.
Key Dates
· Service Period Commencement Date: September 1, 2022.
· Service Period Expiry Date: August 30, 2025.
· Notice Period for Termination: Two months.
· Notice Period for Renewal: Three months before the next applicable anniversary.
Liability for the Bank
· Supplier's liability includes professional indemnity insurance of not less than £6,000,000.
· Supplier indemnifies the bank against claims of infringement on third-party intellectual property rights.
Due Diligence Performed
· Detailed due diligence includes the assessment of financial stability, reputation, and regulatory compliance of Kaizen Reporting Limited.
· Ongoing monitoring of service provider’s performance and compliance.
Risk Analysis
Risk Assessment Matrix
Operational Risks:
· Data Delivery Delays: Risk mitigated by ensuring timely and accurate data provision by the client.
· Service Interruptions: Mitigated by the Supplier’s business continuity plan.
Compliance Risks:
· Regulatory Changes: Risk of non-compliance with MiFID II due to regulatory updates. Mitigated by regular updates and training.
· Data Privacy: Risks related to data protection managed by compliance with GDPR and other relevant legislation.
Financial Risks:
· Cost Overruns: Potential additional charges if the volume of transactions exceeds expectations. Mitigated by clear terms on fee adjustments.
· Payment Delays: Risk of delayed payments by the client. Mitigated by the Supplier’s right to disable services until payments are made.
Strategic Risks:
· Service Quality: Ensuring the accuracy and completeness of the reports. Mitigated by regular audits and checks.
· Supplier Dependency: Risk due to reliance on Kaizen Reporting Limited. Mitigated by ongoing performance evaluations and alternative service provider considerations.
Mitigation Strategies and Control Measures
· Insurance: Professional indemnity insurance of not less than £6,000,000.
· Disaster Recovery: Supplier maintains a Business Continuity Plan to ensure service delivery during exceptional events.
· Regular Audits: Regular audits and performance checks by Intesa Sanpaolo SPA.
Title
Exelia S.r.l.
General Introduction and Scope
The contract is an agreement between Exelia S.r.l. and Intesa Sanpaolo Group for providing various services, including IT services, data processing, and software development. The scope covers all activities related to processing confidential data and maintaining security standards for the duration of the contract.
Obligations
· Third Party (Exelia S.r.l.):
· Adopt formal internal policies consistent with current legislation and communicated security standards.
· Process data according to agreed confidentiality levels and data retention policies.
· Maintain active and efficient security systems.
· Ensure compliance with service levels even in emergencies.
· Return all assets, including data, licenses, and equipment, to Intesa Sanpaolo upon request.
· Delete data upon request and after the contract's conclusion.
· Communicate security contact persons and manage security incidents effectively.
· Ensure staff are qualified, trained, and adhere to security policies.
· Implement SPF, DKIM, and DMARC protocols for email security.
· Conduct regular data backups and ensure secure storage.
· Allow audits and provide required security documentation and evidence.
· Bank (Intesa Sanpaolo Group):
· Provide necessary security standards and policies to Exelia.
· Authorize data transfer between sites and ensure compliance with security measures.
· Communicate with Exelia regarding security incidents and service level compliance.
Key Clauses
· Termination:
· Intesa Sanpaolo may terminate the contract if Exelia violates any security obligations.
· Both parties must notify each other of changes in the organization affecting data integrity, availability, or confidentiality.
Key Dates
· Effective Date: 1st December 2020
· Review and Update: Regular intervals, specific dates not provided.
Financial Value
The financial value of the contract from commencement to termination is not explicitly stated in the provided documents.
Liability for the Bank
· The bank holds Exelia liable for maintaining confidentiality, security, and integrity of data.
· Any data breach or failure to comply with security standards may result in termination and legal actions against Exelia.
Key Performance Indicators (KPIs)
· Compliance with service levels.
· Regular security incident reporting and resolution.
· Regular data backup and recovery tests.
· Security audits and provision of necessary evidence.
Due Diligence Performed
· Detailed due diligence on Exelia's financial stability, reputation, and regulatory compliance.
· Ongoing monitoring processes are established.
Risk Analysis
Risk Assessment
Potential Risks:
· Operational Risks: Failure in maintaining agreed service levels, data breaches, inadequate staff training.
· Compliance Risks: Non-compliance with security standards and regulations, failure to report security incidents.
· Financial Risks: Costs associated with data breaches, penalties for non-compliance, service disruptions.
· Strategic Risks: Reputational damage due to security incidents, failure to deliver critical services.
Mitigation Strategies and Control Measures:
· Insurance: Not explicitly mentioned in the provided documents.
· Disaster Recovery: Regular data backups, secure storage, and recovery tests.
· Control Measures:
· Adoption of formal security policies and best practices.
· Implementation of SPF, DKIM, and DMARC protocols for email security.
· Regular security audits and vulnerability assessments.
· Use of secure connections and encryption methods.
· Strict access control and credential management.
Conclusion
Exelia S.r.l. is obligated to maintain stringent security measures and ensure compliance with Intesa Sanpaolo Group's policies. The contract includes several clauses to mitigate risks and protect the bank's data and assets. However, the financial value of the contract and detailed insurance information are not explicitly provided.
1. Title
Customer Data Processing Agreement (July 2021)
2. General Introduction and Scope
The contract is between the bank (referred to as the "Customer") and the data management service provider, Iron Mountain (referred to as the "Supplier"). It encompasses a comprehensive range of data management, storage, and security services. The framework ensures the bank's operational needs are met while maintaining compliance with regulatory requirements for financial institutions and data handlers.
3. Obligations
· Supplier Obligations:
· Maintain a secure environment for media storage.
· Accurately catalog and track media.
· Handle and transport media, including disaster recovery provisions.
· Adhere to data protection and processing obligations aligned with UK GDPR.
· Allow audit rights for compliance verification.
· Engage subprocessors with stringent data protection safeguards.
· Promptly notify the bank of any data breaches.
· Bank Obligations:
· Provide metadata for media tracking.
· Pay service fees, administrative charges, and exit charges as applicable.
4. Key Clauses
· Termination:
· Either party can terminate the contract with notice as stipulated.
· Exit charges apply for data retrieval and permanent withdrawal.
· Liability and indemnification clauses protect the bank from third-party claims arising from GDPR violations by the Supplier.
5. Key Dates
· Termination Date: As per the agreement terms.
· Notice Period for Renewal: As specified in the agreement.
· Notice Period for Termination: As specified in the agreement.
· Other Key Dates: Detailed in the agreement and related schedules.
6. Financial Value
· Service Fees: Covering storage, handling, transportation, and special requests.
· Administrative Charges: For account management, invoicing, and system access.
· Exit Charges: Applicable upon termination for data retrieval and withdrawal.
7. Liability for the Bank
· Indemnification clauses protect the bank from third-party claims due to GDPR violations by the Supplier.
· Clear liability boundaries are set, particularly regarding data breaches and regulatory compliance.
8. KPIs
· Detailed performance metrics for storage, handling, transportation, and data protection are specified in the agreement.
9. Due Diligence Performed
· Service Providers:
· Detailed due diligence on service providers.
· Assessment of financial stability, reputation, and regulatory compliance.
· Ongoing monitoring processes.
Risk Analysis
Risk Assessment Matrix
	Risk Category
	Potential Risks
	Mitigation Strategies and Control Measures

	Operational
	Inadequate media handling, transportation delays, data breaches
	Stringent handling protocols, scheduled transportation, robust breach notification framework, disaster recovery provisions

	Compliance
	Non-compliance with UK GDPR, audit failures
	Regular audits, adherence to GDPR, stringent data protection safeguards, ongoing compliance monitoring

	Financial
	Unforeseen administrative charges, high exit charges
	Detailed financial framework, transparent charges schedule, negotiated fees

	Strategic
	Engagement of subprocessors without adequate safeguards, data transfer risks outside EEA
	Subprocessor engagement with stringent data protection requirements, compliance with international data transfer regulations


Mitigation Strategies and Control Measures
· Insurance: Comprehensive insurance coverage for data breaches and operational failures.
· Disaster Recovery: Established disaster recovery plans with rapid response capabilities.
· Compliance Monitoring: Ongoing monitoring of regulatory compliance and service provider performance.

